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Diffie-Hellman

Pioneers of Public — Key Cryptography

Whitfield Diffie Martin Hellman



Merkle

Ralph Merkle



Diffie-Hellman-Merkle scheme

The Diffie-Hellman-Merkle (1976) key agreement

scheme

e Public data: {G — group, g € G }.
o Alice chooses a private k € Z, then publics g¥.
e Bob chooses a private | € Z, then publics g'.

o Agreement:

Alice - (9))¥ = g/ = (g*)' : Bob



ElGamal

ElGamal



ElGamal — Massey-Omura)

The ElGamal (1980)-Massey-Omura (1982)
cryptosystem for message (key) transmission

o Private data (key): {g € G}. Public data: group G and a
positive integer r such that g" = 1. Number r may be given as
the order |G| of G, or |g| of g.

o Alice chooses a private k € Z, (k,r) = 1, then publics g.

@ Bob chooses | € Z,(I,r) = 1, then computes and publics
") = g"

o Alice computes k~'(modr) and then publics (g")<™' = g'.

o The transmitted key: Bob computes /~'(modr), then he
recovers the transmitted key:



ElGamal

ElGamal (1985) cryptosystem for message (key)
transmission

o Alice sets public data: {G — group, g € G}. Also she sets
private data (key): 0 < a < |g|, and other public data
(encypering key): g@.

e Bob wants to send a message m € G to Alice. He chooses a
private k € Z,0 < k < |g|, then publics (g¥, mg@).

o The transmitted message: Alice computes g2 = (g¥)? and
(g%)~1, then recovers the message

m = (mg®)(g®)~".



Platforms and operations: number theoretic and algebraic

Platforms and operations: number theoretic and algebraic

o Classic platforms: G = F¥, — the multiplicative group of a
finite field Fpr, or G(E) — the group of an elliptic curve E
(over a finite field).

o Classic operations: multiplication and involution, or addition
and taking multiple.

e Group based cryptography platforms: G — abstract group
(Artin braid groups, matrix groups over fields and rings,
polycyclic groups, finite p-groups are most popular).

e Group based operations: Right (left) multiplication, inversion,
involution, conjugation, actions by endomorphism
(automorphism).

Algebraic operations: operations derived from basic operations of
the given algebraic platform, including morphisms.



The Discrete Logarithm Problem in a matrix group

The Discrete Logarithm Problem in GLy(Fg),q = p".
o Find the Jordan form: J(g) = tgt~".
° J(g) = In(M) @ . @ Ip(N), Tiq ri = 1.
@ \Aq,..., A\t are roots (in extensions Fgn of Fq) of the

characteristic polynomial
pg(X) =1g —AE| = (x = A)"1...(x = \)T=0.

Here

A1 0 .0
0 A1 .0
JS(A):".-.
00 .. 0 A

is Jordan block of size s.



Effective computation of the Jordan form

Effective computation of J(g):
Input: g € GLn(Fg).
Output: J(g).

@ By the Hessenberg’s algorithm (which is more effective in the
case of a finite field than the deterministic algorithm which is
O(n®)) we find the characteristic polynomial pg(X).

© By the probabilistic polynomial Ben-Or’s algorithm we get a
presentation pg(X) = f{'...fg%, where f; is irreducible
polynomial over Fq of degree n;.

Q@ Fyn = Fg[x]/ideal(fi(x)). We find roots ajj, 1 <j < nj, of f; in
Fgn. Namely, ajy = X, oy = x9""'mod(f(x)),2 <j < n;.

@ We find sizes of Jordan blocks J;, and then we get the Jordan
form J(g) =J1 & ... ® Ut



Polynomiality of the proposed algorithm

We know that the Hessenberg’s and Ben-Or’s algorithms solve
tasks in polynomial time. Because n; < n, we use in each of s < n
iterations on the step 3 log Q" < nlog q operations. Hence the
time complexity of this procedure is estimated by a polynomial in
n and log q.



Reduction of the discrete logarithm problem for a matrix
group over a finite field to the multiple discrete logarithm

problem for finite field(s)

Reduction of the DLP for a matrix group to the multiple DLP for
finite fields:

Input: h=g*, h,g GLn(Fyg).

Output: k € Z.

Q Find f such that tgt~' = J(g).

@ Compute tht~! = (tgt=")k.

(3] ag- = Bjj, where 8 are corresponding diagonal entries of tht=1.
Idea: A.J. Menezes and S.A. Vanstone, A note on cyclic groups,
finite fields, and the discrete logarithm problem, Appl. Algebra in
Engineering, Communication and Computing, 1992, 3, 67-74. A.J.

Menezes and Y.-H. Wu, The discrete logarithm problem in
GL(n, q). Ars Combinatoria, 1997, 47, 23-32.



Extra equations in the case of Jordan blocks of size > 2.

a 1\* _ ok kakT
0 « L0 ok ’
Extra equation: koX~1 = 3, where 8 is 12-entry of t~'ht. By

multiplying of its both sides to a, and dividing to o we obtain
k € Fq, namely, kmod p, i.e., we get extra useful information.




Conclusion

The logarithm problem in GLp(Fg) is no more

difficult than the logarithm problem in a suitable
extension Fgm where m < n.



Other generalizations of the Diffie-Hellman-Merkle

scheme: mixed (involution and conjugation) version

Involution and conjugation:

Public data: group G, element g € G, and subgroups Hy, Ho < G,
such that [Hy, Ho] = 1.

o Alice chooses a private number k € Z and element a € Hy, and
then publics (g¥)2.

@ Bob chooses a private number / € Z and element b € Ho, and
then publics ((g')®).

o Shared key is

Alice : (((9)°))% = (@)* =(((g")))°: Bob



Preference of the mixed version

Because conjugation can permute Jordan blocks the
Menezes-Vanstone-Wu'’s algorithm to compute kK and / can not be
applied.



Other generalizations of the Diffie-Hellman-Merkle’s

scheme: versions using automrphisms or endomorphisms

Action by an automorphism or endomorphism:

Public data: group G, element g € G, and subgroups
Hi, H» <AutG, such that [Hy, Ho] = 1.

@ Alice chooses a private automorphism ¢ € Hq, and then
publics ¢(g).

@ Bob chooses a private automorphism v € AutG, and then
publics ¥(g).
o Shared key is

Alice : o((9)) =  ¥(¥(g)) : Bob

Particular case: ¢, € InnG. This is Diffie-Hellman-Merkle scheme.

One can use EndG instead of AutG, and two commuting
elementwise subsemigroups Hy, Ho of EndG, as well.



Cheon and Jung versus Ko and al.

In [A polynomial time algorithm for the braid Diffie-Hellman
conjugacy problem, Advances in Cryptology, CRYPTO’2003, Lect.
Notes in Comp. Science, 7-14] Cheon and Jun proposed a
polynomial probabilistic algorithm solving the Ko et. al. key
exchange protocol via faithful representation of the Artin braid
group Bj on n strings by matrices.



Conjugation instead of involution

Conjugation instead of involution:

Public data: group G and element g € G, subgroups Hy and Ho
such that [Hy, Ho] = 1.

o Alice chooses a private element a € Hy, then publics
g?=aga .

e Bob chooses a private element b € Hp, then publics gP.

o Shared key is:

Alice : (g°)? = g% = K = g*? = (g?)° : Bob



The search conjugacy problem

G should be nonabelian. Security of the scheme bases on the
conjugacy search problem, that is to find the element a by g and
g2, or, more generally, to find an element & € Hy for which one has
g2 = 9% . Then one can compute

(9°)F = (g9)° = (g3)° = 9® = K.



Cryptanalysis by Cheon and Jun

How one can find a conjugating element:
@ Apply the Lawrence-Krammer representation
¢ By — GL,,(,,_1)/2(Z[1‘i1 ,g*"]) to compute images
(9). p(a ' ga).
@ Find p(a) such that p(a)p(9)p(a)~" = (99).
@ Find the preimage a € By, of ¢(a).



Difficulties:

@ Direct applications of Gauss elimination should deal with
coefficients as large as 22").

@ A solution "p(a@)" can be out of p(Hj). Notice, that ¢(a)
should be invertible.

Hence, this approach is irreal.



Advanced cryptanalysis by Cheon and Jun

How one can find the shared key:

Q@ Apply the Lawrence-Krammer representation
w:By— C-?L,,(n_”/g(Z[l‘jE1 ,g@*"]) to compute images
¢(9), v(g?), varphi(g®).

@ Solve equations p(g?)Y = Y(9), v(0))Y = Yo(o)).

@ Find a preimage a of p(a) in By.

Now one has similar difficulties in applying of the cryptanalysis.
One has too much equations and unknowns. If one finds a singular
solution, he needs to repeat procedure. Thus this algorithm is
probabilistic. It is practically non realizable.
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Tsaban versus all

In [Practical polynomial time solutions of several major problems
in noncommutative-algebraic cryptography, Cryptology ePrint
Archive: Report 2014/041] Boaz Tsaban provided provable
polynomial time solutions of a number of problems in algebraic
cryptography. He named this approach the algebraic span method.
Now we demonstrate the method with applying it to the M. Anshel
et al. key exchange protocol.



M. Anshel et al. key exchange protocol

M. Anshel et al. key exchange protocol:

Public data: group G and elements ay, ..., ax, by, ..., by € G.

Alice chooses a group word v(Xy, ..., Xk ), computes
a=v(at,...,a), and publics b3, ..., b.
e Bob chooses a group word w(Xxq, ..., Xk), computes
b= w(bs,..., b), and publics &, ..., a2.
o The shared key K is the commutator [a, b] = aba 'b~'. Alice

can compute K as av(al, ...,a2)~". Bob computes K as
w(bg,...,b3)b~".



Tsaban’s cryptanalysis of M. Anshel et. al. protocol

Tsaban’s cryptanalysis of M. Anshel et. al. protocol:

G =gp(9i, ..., Gk) is assumed to be a finitely generated matrix
group over a finite field Fq,q = p".

For a set S C Mp(FFg), let Alg(S) be the algebra generated by S.
Then Alg(G) = span(G). A basis for the underlying vector space of
Alg(G) can be computed in time O(kn®).



Tsaban’s cryptanalysis of M. Anshel et. al. protocol

Input: ay, ..., a, b1, ..., bg, aﬁ’, e a,tj, b1a, e bﬁ € G, where a €
gp(ai, .., ak), b € gp(by, ..., bx) are unknown.

o

2]

Offline: Generate bases for Alg(A) and Alg(B). Let d be the
maximum of the sizes of these bases.

Online:

(a) Solve the following homogeneous system of linear equations
on the d coefficients determing x € Alg(A) :

bi-x=x-bfori=1,..Kk.
(b) Fix a basis for the solution space, and pick random
solutions X until X is invertible.
(c) Solve the following homogeneous system of linear equations
on the d coefficients determing x € Alg(B) :
ai-y=y-afori=1,..k

(d) Fix a basis for the solution space, and pick random
solutions y until y is invertible.
(e) Output: K = xyx~ 'y~



The speaker and Myasnikov versus all

OcHOBHas Waest METOIA JUHEHHOTO PA3I0KEHU s

Obo3natenus:

V — mpocrpancTBO KOHEWHO pasMepHocTH Hal nojgem F ¢ 6aszmcom
B={vy,...,V}.

End(V) — noayrpynna sugomopdusmos npocrpancrsa V.
DyreMeHThl V € V— BeKTOPBI OTHOCHTENHHO Oasuca B.
Duomopdusmel @ € End(V) — marpuns oraocurensuo B, v —
obpa3 V OTHOCUTEJIBHO a&.

Hs nopmuoxkecrs W C V u A C End(V) o6oznaunm

WA = {wiw c W, ac A}.

[Monaraem Sp(W) nonnpocrpancrso V, nopoxuaennoe W, (A)—
noamonons, nopoxkaenusiit A 8 End(V).

[Mpeamonaraem, 4To 3MeMeHTRI 081 [F 3a/1aHbBl B HEKOTOPOH
KOHCTPYKTUBHO# (hopMe, TpUUIeM OMpeieieH pa3Mep 3aJaHus.
Omnepamuu B F adpekTuBHBI, IPEICTABISIOTCS 33, MOTUHOMHUAILHOE
BPeMS OT PA3MEPOB HOPMAJIBHBIX (DOPM.



OcHoBHaA JeMMa

g a € F gepes || obo3nagaercst ero pasmep.
Hnga v =(aq,...,ar) € V nonaraem

|v| = max |a;|.

Jst marpuner @ = (o) € End(V) momaraem
al = max{aj}.

Lemma (OcHoBrast jgemma)

CymecTByeT aJropuT™M HAXOKICHHUS JJIS JAHHBIX KOHEUHBIX
noamuokects W C V u U C End(V) 6asuca nmognpocrpaHcTsa
Sp( W<U>) B BHIE Wfl1 Yo Wl‘a’7 rone W; € W = a; — npoussenenne
snemenToB u3 U. Yncao menonp30BaHHBIX ONMEpanyii Ha
3JIEMEHTAMM [10JI ITOJAMHOMUaAbHO 110 I = dimp V' u kosmaecTBam
snemenTos W u U.




JlokazaTejibCTBO OCHOBHOI JIEMMbI

Ajiropurm:

@ Merojom nckmouenuit 'aycca HAXOUM MAKCUMAJIHHOE
JIMHEHHO He3aBucuMoe (JI.H.) moaMHoxecTBO Lo of W.
BameruM, 910 Sp(Léw) = Sp(WV).

Q obGasnsem Kk MHOKeCTBY Lo anmementh V8, v € Lg,ae U,
MPOBEPsIsT KarXK bl pas JI. H. MOJYIeHHOTO MHOMXKeCTBa. Takum
obpazom Oymer mMOCTPOEHO MAKCHMAJILHOE JI. H. MOIMHOXKECTBO
Ly muOXKecTBa Lo U Léj pacmmpsiornee Ly. 3ameTmm, 9TO
Sp(Léw) = Sp(L§U>), U 37eMeHThl B Ly mmeror (hopmy W min
wé rnew e Wu ae U. Orcrona, eciu Ly = Ly, 1o Ly — 6asuc
B Sp(WU)).

@ Ecmu Ly # Ly, To mosropsiem mpotieaypy miast Ly \ Lo n
HAXOAMM MaKCUMAJBHOE JI. H. TOAMHOXKECTBO Lo B
L1 U (Ly \ Lo)Y, pacimmpsmomee Ly. Ctponm Ly < Ly < ... < L;
B V. Tak xax pasmepHOCTH I mpocTpancTsa V KomedHa,
MOCTE0BATENBHOCTL cTabummsupyercs Ha [ < r. Torna L; —
6azuc B Sp(WY)) u3 snementos tpebyemoro Bua.



Orenka ciaoXKHOCTH

Ywueno omepanuit B METOe UCKIIOUeHN ['aycca 0THOCHTETEHO
Marpuisr pazvepa N X rects O(MPr). Creposarenbro, Tpebyercs
e 6oee O(n?r) maros mocrpoenns Ly m3 W, tae n = |W/| — gucio
anementos W. Bamerum, uro |Lj| < r aaa moboro j. ITosromy
HaXoKJeHue Lj,q UCIOTb3yeT MaTpUIly COOTBETCTBYIOMyO L; U L/U
pasmepa e 6obme r + r|U|. Bepxuss rpamnma: O(r3|U)?). Tax
KaK mrepammii < r, obmas omerka O(r3|U|? + r|W/|?).

[Ipu cae/raHHBIX TPEIITOI0KEHNAX OTHOCUTEIHHO F ajrropurm
OCHOBHOI1 JIEMMBI PAab0OTaeT 33 MOJIUHOMHUAJIBHOE OT PAa3MEpPOB
r=dimg V, |W|, |U|, n max{|w|,|u| | w € W, u € U} Bxoma spewms.




Baszosas momesn

[Mycts Uy u Us — KOHEUHBbIE TIOAMHOXKECTBA IOy TPYIITIHI
sumomopduamos End(V);Vuy € Uy, Up € Us : Ujls = Uoly;
A=< U >B=<U,>veV,acAbeB,

{a € A b e B} - cekpernble JaHHBIE,

{ } — OTKpBbITHIE JAHHBIE,

o namueiv Uy, Us, v, v, vP 3a mommHOMIAIBEHOE BpeMs HAXOIUTCS
BexTOp V0 = vba

Bes Beruncaennsa a nam b!



Anroputm

@ Ilo Ui u v, ucnosb3yst alropuT™ OCHOBHOM JIEMMBI (CM. TaKKe
CJTEJICTBHE W3 OCHOBHOM JIEMMBI), 33 TIOJUHOMUAAIBLHOE BPEMS
maxoauM Gasuc v ... v@ a; € A, npocrpancrsa Sp(vA).
Meronom uckrouenus [aycca pasnaraem V2 mo sromy 6asucy:

=Y ,aiv¥ q; €.
@ Haxomnm v :
v = (v)° = (Tl yopv®)P =
Z,t:1 Oz;Vaib = Z,t:1 Oz,'Vba’ = Zf:1a,-(vb)a’.
Her meobxomumocTn B HaxoxeHr HU &, AU D, 9T00BI BRIYUCIATH
vab.

BamernM Tak:Ke, 9T0 HeT HeobxommmocTn 3HaThL Us, mocTarouno
Toro, 4o jus Hekoroporo b € End(V) nmeem V(u € Uy)ub = bu.



The speaker and Myasnikov’s cryptanalysis of Wang et.

al. protocol

We propose new provable practical deterministic polynomial time
algorithm for the braid Wang, Xu, Li, Lin and Wang Double
shielded public key cryptosystems. We show that a linear
decomposition attack based on the decomposition method
introduced by the author works for the image of braids under the
Lawrence-Krammer representation by finding the exchanging keys
in the both two main protocols proposed in [X. Wang, C. Xu, G.
Li, H. Lin and W. Wang, Double shielded public key
cryptosystems, Cryptology ePrint Archive: Report 2014 /558].



Wang et al. protocol

Wang et al. protocol:

o Public data: group G, element h € G, and two subgroups A =
gp(at, ...,an), B=gp(by,...,bm) of G, such that [A, B] =1.

o Alice chooses four elements €1, Co, 0y, db € A, computes
X = dicihcads, and then sends X to Bob.

@ Bob chooses six elements fi, b, g1, 9o, g3, ga € B, computes
Y =01 f1 hfggg and w = g3f1 ngg47 and then sends (y, W) to
Alice.

o Alice chooses two elements d3, ds € A, computes
Z = 03C1YCody and U = d1_1 Wd2_1, and then sends (z, u) to
Bob.

@ Bob sends v = g1_1zgz_1 to Alice.
o Alice computes K = d:,},_1 Vd4_1.

e Bob computes Kg = 93?1 ug4_1 = ¢4 fihfsco which is equal to Ky
and then K = Ky = Kg is Alice and Bob’s common secret key.



A cryptanalysis of Wang et. al. protocol

Now we show how the common secret key can be computed.

Let BzB be subspace of V generated by all elements of the form
fzg where f,g € B. We can construct a basis {e;zl; : e;,/; € B} of it
in a polynomial time. Since v € BzB, we can write it in the form

r
V= ZO{,‘G;Z/,‘,O&,’ eF. (1)
i=1

Also we construct bases {€/hl; : €}, € B} and {egwly : e}, ¢ € B}
of BwB. Then

S
y=> _ Behl, g €F, (2)
=

q
X=> ykekwl,y €T, (3)
k=1



A cryptanalysis of Wang et. al. protocol: revealing of a

secret,

Now we swap W by U in the right hand side of (3), and obtain

27"9 ul”_zwe d twdy I =

df1(z kepwl)dy ' = d 'xdy ! = ¢y hes.
Then we swap h by cyhc, in the right hand side of (2).

S
> Bjf'cihcag! = ¢ Zﬁ,e hij)co = cryc, = ¢191fihfgaCo.
Z. =

At last we swap Z by ¢1g1fihf2g2C> in the right hand side of (1)
and get

r r
Z ajeic1g1fihbhgocoli = d§1 (Z a,-e,-zl,-)df = cifihfeo = K.
i=1 j



Algebraic versions: general scheme

[Ipemnaraercs obmas cxema. [lycrs G — HekoTopast
anrebpamueckas cucrema (CpyIia, KOJbIO, JYNa U T.IL.).
BoiensiroTcst iBe KOHEYHO TOPOXKIEHHDBIE TOIYIPYIIIBI OIIEPATOPOB
A u B, neiicteyronmax ma G. Yacto Tpebyercs, 9To0bI 000
onepaTop « € A ObLT IEPECTAHOBOYEH C JIIOOBIM orepaTopoM (3 € B.
B xome paborsr npoTokosia myOIMKYIOTCS JAHHBIE OTHOCUTEIHHO
JeiicTBust oneparopos Ha 3aementbl G. KoppecnongenTsr Anuca u
Bo6 Ha ocHOBe 3THX JAHHBIX W BHLIOPAHHBIX UMH CAMUMA
CEKPETHBIX OTIEPATOPOB MOTYT BOCCTAHOBUTH KaKOM-TO dJIEeMEHT 13
G. KpunrocToifkocTh aaropurMa 3aKI09aeTcs B KOHEIHOM UTOTe
OT HEBO3MOXKHOCTHU DeaJJIbHO HAWTH 2TOT peE3yabTaT IMOCTOPOHHEMY
HaOTIOTATENTI0, He BIAJCIONEMY CEKPETaMI.



Kpunroanasus

Meroa AuHERHOTO PA3IOKEHUS W OCHOBAHHAA HA HEM aTaKa
MO3BOJISIIOT IPY YCI0BUM, 9T0 G BJIOKeHA KaKUM-TO 3P DEKTHBHBIM
00pa3oM B KOHEYHO MEPHOE JMHEHHoe mpocTpancTtso V, a
OEPATOPBl €CTECTBEHHO MPOJIOJIZKAIOTCS 110 3HI0MOphu3MoB V|
PACKPBIBATH PE3YJIBTAT, HE PEIasd COOTBETCTBYIOMINX
AJTOPUTMUYECKUX 331249 IIOUCKA UCIOJIb30BAHHBIX KJIIOYeit.



A new function on groups

Definition
Let KC be a class of finitely generated groups. Function

p: K — NU{oo} is defined as follows. Let G € K be a group in K
equipped with a fixed finite generating set X. Then:

@ For each g € G we set px(g) =/, where / is the minimal
number such that the normal closure ncl(g) of g is generated
by elements of the form g, where the word length of f w.r.t.
Xis <.

o We set px(G) = max{px(9) : g € G}.

The function p(G) is defined as the equivalence class of functions
px(G) for all possible X.




Nilpotent case

It clear that p(A) = 0 on every abelian group A.

Let G be a finitely generated nilpotent group of class ¢. Then
p(G)<c—-1.

Problem

Give an upper bound of p(G) for an arbitrary polycyclic group G.




An example of key transmitted scheme

Let G be an algebraic structure and g be a distinguished element

of G Let A and B be two elementwise permutable subsemigroups of
EndG.

e Alice chooses o € A and public a(g).
e Bob chooses 5 € B and publics 5(9).
e The transmitted key: K = a(8(9)) = B(a(9))-



A non linear attack

We compute a set X of generating elements of a subsystem,
generated by all elements of the form A(g), A € A. It is off-line
procedure. Let X = {\j(g):i=1,....t}.

Then we write «(g) as an expression of the form

a(9) = w(A(9), -, A(9)),

where W is a term.
Then we swap g with 8(g), then we get

w(A1(8(9)), -, A(B(g)) = BW(A1(9), -, Ae(9)) = B(a(g)) = K.
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