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Di�e-Hellman-Merkle scheme

The Di�e-Hellman-Merkle (1976) key agreement
scheme

Public data: {G � group, g ∈ G }.

Alice chooses a private k ∈ Z, then publics gk .

Bob chooses a private l ∈ Z, then publics g l .

Agreement:

Alice : (g l)k = gkl = (gk )l : Bob



ElGamal

ElGamal



ElGamal � Massey-Omura)

The ElGamal (1980)�Massey-Omura (1982)
cryptosystem for message (key) transmission

Private data (key): {g ∈ G}. Public data: group G and a
positive integer r such that gr = 1. Number r may be given as
the order |G| of G, or |g| of g.
Alice chooses a private k ∈ Z, (k , r) = 1, then publics gk .

Bob chooses l ∈ Z, (l , r) = 1, then computes and publics
(gk )l = gkl .

Alice computes k−1(modr) and then publics (gkl)k−1
= g l .

The transmitted key: Bob computes l−1(modr), then he
recovers the transmitted key:

(g l)l−1
= g.



ElGamal

ElGamal (1985) cryptosystem for message (key)
transmission

Alice sets public data: {G � group, g ∈ G}. Also she sets
private data (key): 0 < a < |g|, and other public data
(encypering key): ga.

Bob wants to send a message m ∈ G to Alice. He chooses a
private k ∈ Z,0 < k < |g|, then publics (gk ,mgak ).

The transmitted message: Alice computes gak = (gk )a and
(gak )−1, then recovers the message

m = (mgak )(gak )−1.



Platforms and operations: number theoretic and algebraic

Platforms and operations: number theoretic and algebraic

Classic platforms: G = F∗pr � the multiplicative group of a
�nite �eld Fpr , or G(E) � the group of an elliptic curve E
(over a �nite �eld).

Classic operations: multiplication and involution, or addition
and taking multiple.

Group based cryptography platforms: G � abstract group
(Artin braid groups, matrix groups over �elds and rings,
polycyclic groups, �nite p-groups are most popular).
Group based operations: Right (left) multiplication, inversion,
involution, conjugation, actions by endomorphism
(automorphism).

Algebraic operations: operations derived from basic operations of
the given algebraic platform, including morphisms.



The Discrete Logarithm Problem in a matrix group

The Discrete Logarithm Problem in GLn(Fq),q = pr .
g ∈ GLn(Fq),h = gk , k = loggh.

Find the Jordan form: J(g) = tgt−1.

J(g) = Jr1(λ1)⊕ ...⊕ Jrt (λt ),
∑t

i=1 ri = n.
λ1, ..., λt are roots (in extensions Fqni of Fq) of the
characteristic polynomial
pg(x) = |g − λE | = (x − λ1)r1 ...(x − λt )

rt = 0.

Here

Js(λ) =


λ 1 0 ... 0
0 λ 1 ... 0
. . . . .
0 0 ... 0 λ


is Jordan block of size s.



E�ective computation of the Jordan form

E�ective computation of J(g):
Input: g ∈ GLn(Fq).
Output: J(g).

1 By the Hessenberg's algorithm (which is more e�ective in the
case of a �nite �eld than the deterministic algorithm which is
O(n3)) we �nd the characteristic polynomial pg(x).

2 By the probabilistic polynomial Ben-Or's algorithm we get a
presentation pg(x) = f e1

1 ...f es
s , where fi is irreducible

polynomial over Fq of degree ni .

3 Fqni = Fq[x ]/ideal(fi(x)). We �nd roots αij ,1 ≤ j ≤ ni , of fi in
Fqni . Namely, αi1 = x , αij = xqi−1

mod(fi(x)),2 ≤ j ≤ ni .

4 We �nd sizes of Jordan blocks Jl , and then we get the Jordan
form J(g) = J1 ⊕ ...⊕ Jt .



Polynomiality of the proposed algorithm

We know that the Hessenberg's and Ben-Or's algorithms solve
tasks in polynomial time. Because ni ≤ n, we use in each of s ≤ n
iterations on the step 3 log qni ≤ nlog q operations. Hence the
time complexity of this procedure is estimated by a polynomial in
n and log q.



Reduction of the discrete logarithm problem for a matrix
group over a �nite �eld to the multiple discrete logarithm
problem for �nite �eld(s)

Reduction of the DLP for a matrix group to the multiple DLP for
�nite �elds:
Input: h = gk ,h,g ∈ GLn(Fq).
Output: k ∈ Z.

1 Find t such that tgt−1 = J(g).

2 Compute tht−1 = (tgt−1)k .

3 αk
ij = βij , where βij are corresponding diagonal entries of tht−1.

Idea: A.J. Menezes and S.A. Vanstone, A note on cyclic groups,
�nite �elds, and the discrete logarithm problem, Appl. Algebra in
Engineering, Communication and Computing, 1992, 3, 67-74. A.J.
Menezes and Y.-H. Wu, The discrete logarithm problem in
GL(n,q). Ars Combinatoria, 1997, 47, 23-32.



Extra equations in the case of Jordan blocks of size ≥ 2.

Example (
α 1
0 α

)k

=

(
αk kαk−1

0 αk

)
.

Extra equation: kαk−1 = β, where β is 12-entry of t−1ht . By
multiplying of its both sides to α, and dividing to αk we obtain
k ∈ Fq, namely, kmod p, i.e., we get extra useful information.



Conclusion

The logarithm problem in GLn(Fq) is no more
di�cult than the logarithm problem in a suitable
extension Fqm where m ≤ n.



Other generalizations of the Di�e-Hellman-Merkle
scheme: mixed (involution and conjugation) version

Involution and conjugation:
Public data: group G, element g ∈ G, and subgroups H1,H2 ≤ G,
such that [H1,H2] = 1.

Alice chooses a private number k ∈ Z and element a ∈ H1, and
then publics (gk )a.

Bob chooses a private number l ∈ Z and element b ∈ H2, and
then publics ((g l)b).

Shared key is

Alice : (((g l)b)k )a = (gkl)ab = (((gk )a)l)b : Bob



Preference of the mixed version

Because conjugation can permute Jordan blocks the
Menezes-Vanstone-Wu's algorithm to compute k and l can not be
applied.



Other generalizations of the Di�e-Hellman-Merkle's
scheme: versions using automrphisms or endomorphisms

Action by an automorphism or endomorphism:

Public data: group G, element g ∈ G, and subgroups
H1,H2 ≤AutG, such that [H1,H2] = 1.

Alice chooses a private automorphism ϕ ∈ H1, and then
publics ϕ(g).

Bob chooses a private automorphism ψ ∈AutG, and then
publics ψ(g).

Shared key is

Alice : ϕ(ψ(g)) = ψ(ϕ(g)) : Bob

Particular case: ϕ,ψ ∈ InnG. This is Di�e-Hellman-Merkle scheme.

One can use EndG instead of AutG, and two commuting
elementwise subsemigroups H1,H2 of EndG, as well.



Cheon and Jung versus Ko and al.

In [A polynomial time algorithm for the braid Di�e-Hellman
conjugacy problem, Advances in Cryptology, CRYPTO'2003, Lect.
Notes in Comp. Science, 7-14] Cheon and Jun proposed a
polynomial probabilistic algorithm solving the Ko et. al. key
exchange protocol via faithful representation of the Artin braid
group Bn on n strings by matrices.



Conjugation instead of involution

Conjugation instead of involution:

Public data: group G and element g ∈ G, subgroups H1 and H2
such that [H1,H2] = 1.

Alice chooses a private element a ∈ H1, then publics
ga = aga−1.

Bob chooses a private element b ∈ H2, then publics gb.

Shared key is:

Alice : (gb)a = gab = K = gba = (ga)b : Bob



The search conjugacy problem

G should be nonabelian. Security of the scheme bases on the
conjugacy search problem, that is to �nd the element a by g and
ga, or, more generally, to �nd an element a′ ∈ H1 for which one has
ga = ga′ . Then one can compute
(gb)a′ = (ga′)b = (ga)b = gab = K .



Cryptanalysis by Cheon and Jun

How one can �nd a conjugating element:

1 Apply the Lawrence-Krammer representation
ϕ : Bn → GLn(n−1)/2(Z[t±1,q±1]) to compute images

ϕ(g), ϕ(a−1ga).

2 Find ϕ(a) such that ϕ(a)ϕ(g)ϕ(a)−1 = ϕ(ga).

3 Find the preimage a ∈ Bn of ϕ(a).



Di�culties

Di�culties:

1 Direct applications of Gauss elimination should deal with
coe�cients as large as 22n

).

2 A solution ”ϕ(a)” can be out of ϕ(H1). Notice, that ϕ(a)
should be invertible.

Hence, this approach is irreal.



Advanced cryptanalysis by Cheon and Jun

How one can �nd the shared key:

1 Apply the Lawrence-Krammer representation
ϕ : Bn → GLn(n−1)/2(Z[t±1,q±1]) to compute images

ϕ(g), ϕ(ga), varphi(gb).

2 Solve equations ϕ(ga)Y = Yϕ(g), ϕ(σi)Y = Yϕ(σi).

3 Find a preimage a of ϕ(a) in Bn.

Now one has similar di�culties in applying of the cryptanalysis.
One has too much equations and unknowns. If one �nds a singular
solution, he needs to repeat procedure. Thus this algorithm is
probabilistic. It is practically non realizable.



Tsaban

Tsaban



Tsaban versus all

In [Practical polynomial time solutions of several major problems
in noncommutative-algebraic cryptography, Cryptology ePrint
Archive: Report 2014/041] Boaz Tsaban provided provable
polynomial time solutions of a number of problems in algebraic
cryptography. He named this approach the algebraic span method.
Now we demonstrate the method with applying it to the M. Anshel
et al. key exchange protocol.



M. Anshel et al. key exchange protocol

M. Anshel et al. key exchange protocol:

Public data: group G and elements a1, ...,ak ,b1, ...,bk ∈ G.
Alice chooses a group word v(x1, ..., xk ), computes
a = v(a1, ...,ak ), and publics ba

1, ...,b
a
k .

Bob chooses a group word w(x1, ..., xk ), computes
b = w(b1, ...,bk ), and publics ab

1, ...,a
b
k .

The shared key K is the commutator [a,b] = aba−1b−1. Alice
can compute K as av(ab

1, ...,a
b
k )−1. Bob computes K as

w(ba
1, ...,b

a
k )b−1.



Tsaban's cryptanalysis of M. Anshel et. al. protocol

Tsaban's cryptanalysis of M. Anshel et. al. protocol:

G =gp(g1, ...,gk ) is assumed to be a �nitely generated matrix
group over a �nite �eld Fq,q = pr .
For a set S ⊆ Mn(Fq), let Alg(S) be the algebra generated by S.
Then Alg(G) = span(G). A basis for the underlying vector space of
Alg(G) can be computed in time O(kn6).



Tsaban's cryptanalysis of M. Anshel et. al. protocol

Input: a1, ...,ak ,b1, ...,bk ,ab
1, ...,a

b
k ,b

a
1, ...,b

a
k ∈ G, where a ∈

gp(a1, ...,ak ),b ∈ gp(b1, ...,bk ) are unknown.

1 O�ine: Generate bases for Alg(A) and Alg(B). Let d be the
maximum of the sizes of these bases.

2 Online:
(a) Solve the following homogeneous system of linear equations
on the d coe�cients determing x ∈ Alg(A) :

bi · x = x · ba
i for i = 1, ..., k .

(b) Fix a basis for the solution space, and pick random
solutions x until x is invertible.
(c) Solve the following homogeneous system of linear equations
on the d coe�cients determing x ∈ Alg(B) :

ai · y = y · ab
i for i = 1, ..., k .

(d) Fix a basis for the solution space, and pick random
solutions y until y is invertible.
(e) Output: K = xyx−1y−1.



The speaker and Myasnikov versus all

Îñíîâíàÿ èäåÿ ìåòîäà ëèíåéíîãî ðàçëîæåíèÿ
Îáîçíà÷åíèÿ:
V � ïðîñòðàíñòâî êîíå÷íîé ðàçìåðíîñòè íàä ïîëåì F ñ áàçèñîì
B = {v1, . . . , vr}.
End(V ) � ïîëóãðóïïà ýíäîìîðôèçìîâ ïðîñòðàíñòâà V .
Ýëåìåíòû v ∈ V� âåêòîðû îòíîñèòåëüíî áàçèñà B.
Ýíäîìîðôèçìû a ∈ End(V ) � ìàòðèöû îòíîñèòåëüíî B, va �
îáðàç v îòíîñèòåëüíî a.
Äëÿ ïîäìíîæåñòâ W ⊆ V è A ⊆ End(V ) îáîçíà÷èì
W A = {wa|w ∈W ,a ∈ A}.
Ïîëàãàåì Sp(W ) ïîäïðîñòðàíñòâî V , ïîðîæäåííîå W , 〈A〉�
ïîäìîíîèä, ïîðîæäåííûé A â End(V ).
Ïðåäïîëàãàåì, ÷òî ýëåìåíòû ïîëÿ F çàäàíû â íåêîòîðîé
êîíñòðóêòèâíîé ôîðìå, ïðè÷åì îïðåäåëåí ðàçìåð çàäàíèÿ.
Îïåðàöèè â F ýôôåêòèâíû, ïðåäñòàâëÿþòñÿ çà ïîëèíîìèàëüíîå
âðåìÿ îò ðàçìåðîâ íîðìàëüíûõ ôîðì.



Îñíîâíàÿ ëåììà

Äëÿ α ∈ F ÷åðåç |α| îáîçíà÷àåòñÿ åãî ðàçìåð.
Äëÿ v = (α1, . . . , αr ) ∈ V ïîëàãàåì
|v | = max |αi |.
Äëÿ ìàòðèöû a = (αij) ∈ End(V ) ïîëàãàåì
|a| = max{|αij |}.

Lemma (Îñíîâíàÿ ëåììà)

Ñóùåñòâóåò àëãîðèòì íàõîæäåíèÿ äëÿ äàííûõ êîíå÷íûõ
ïîäìíîæåñòâ W ⊆ V è U ⊆ End(V ) áàçèñà ïîäïðîñòðàíñòâà
Sp(W 〈U〉) â âèäå wa1

1 , . . . ,wat
t , ãäå wi ∈W è ai � ïðîèçâåäåíèå

ýëåìåíòîâ èç U. ×èñëî èñïîëüçîâàííûõ îïåðàöèé íàä
ýëåìåíòàìè ïîëÿ ïîëèíîìèàëüíî ïî r = dimF V è êîëè÷åñòâàì
ýëåìåíòîâ W è U.



Äîêàçàòåëüñòâî îñíîâíîé ëåììû

Àëãîðèòì:

1 Ìåòîäîì èñêëþ÷åíèé Ãàóññà íàõîäèì ìàêñèìàëüíîå
ëèíåéíî íåçàâèñèìîå (ë.í.) ïîäìíîæåñòâî L0 of W .

Çàìåòèì, ÷òî Sp(L〈U〉0 ) = Sp(W 〈U〉).
2 Äîáàâëÿåì ê ìíîæåñòâó L0 ýëåìåíòû va, v ∈ L0,a ∈ U,
ïðîâåðÿÿ êàæäûé ðàç ë. í. ïîëó÷åííîãî ìíîæåñòâà. Òàêèì
îáðàçîì áóäåò ïîñòðîåíî ìàêñèìàëüíîå ë. í. ïîäìíîæåñòâî
L1 ìíîæåñòâà L0 ∪ LU

0 ðàñøèðÿþùåå L0. Çàìåòèì, ÷òî

Sp(L〈U〉0 ) = Sp(L〈U〉1 ), è ýëåìåíòû â L1 èìåþò ôîðìó w èëè
wa, ãäå w ∈W è a ∈ U. Îòñþäà, åñëè L0 = L1, òî L0 � áàçèñ
â Sp(W 〈U〉).

3 Åñëè L0 6= L1, òî ïîâòîðÿåì ïðîöåäóðó äëÿ L1 \ L0 è
íàõîäèì ìàêñèìàëüíîå ë. í. ïîäìíîæåñòâî L2 â
L1 ∪ (L1 \ L0)U , ðàñøèðÿþùåå L1. Ñòðîèì L0 < L1 < . . . < Li
â V . Òàê êàê ðàçìåðíîñòü r ïðîñòðàíñòâà V êîíå÷íà,
ïîñëåäîâàòåëüíîñòü ñòàáèëèçèðóåòñÿ íà i ≤ r . Òîãäà Li �
áàçèñ â Sp(W 〈U〉) èç ýëåìåíòîâ òðåáóåìîãî âèäà.



Îöåíêà ñëîæíîñòè

×èñëî îïåðàöèé â ìåòîäå èñêëþ÷åíèé Ãàóññà îòíîñèòåëüíî
ìàòðèöû ðàçìåðà n × r åñòü O(n2r). Ñëåäîâàòåëüíî, òðåáóåòñÿ
íå áîëåå O(n2r) øàãîâ ïîñòðîåíèÿ L0 èç W , ãäå n = |W | � ÷èñëî
ýëåìåíòîâ W . Çàìåòèì, ÷òî |Lj | ≤ r äëÿ ëþáîãî j . Ïîýòîìó
íàõîæäåíèå Lj+1 èñïîëüçóåò ìàòðèöó ñîîòâåòñòâóþùóþ Lj ∪ LU

j
ðàçìåðà íå áîëüøå r + r |U|. Âåðõíÿÿ ãðàíèöà: O(r3|U|2). Òàê
êàê èòåðàöèé ≤ r , îáùàÿ îöåíêà O(r3|U|2 + r |W |2).

Corollary

Ïðè ñäåëàííûõ ïðåäïîëîæåíèÿõ îòíîñèòåëüíî F àëãîðèòì
îñíîâíîé ëåììû ðàáîòàåò çà ïîëèíîìèàëüíîå îò ðàçìåðîâ
r = dimF V , |W |, |U|, è max{|w |, |u| | w ∈W ,u ∈ U} âõîäà âðåìÿ.



Áàçîâàÿ ìîäåëü

Ïóñòü U1 è U2 � êîíå÷íûå ïîäìíîæåñòâà ïîëóãðóïïû
ýíäîìîðôèçìîâ End(V );∀u1 ∈ U1,u2 ∈ U2 : u1u2 = u2u1;
A =< U1 >,B =< U2 >, v ∈ V ,a ∈ A,b ∈ B;
{a ∈ A,b ∈ B} � ñåêðåòíûå äàííûå,
{U1,U2, v , va, vb} � îòêðûòûå äàííûå,

Theorem

Ïî äàííûì U1,U2, v , va, vb çà ïîëèíîìèàëüíîå âðåìÿ íàõîäèòñÿ
âåêòîð vab = vba.

Áåç âû÷èñëåíèÿ a èëè b!



Àëãîðèòì

1 Ïî U1 è v , èñïîëüçóÿ àëãîðèòì îñíîâíîé ëåììû (ñì. òàêæå
ñëåäñòâèå èç îñíîâíîé ëåììû), çà ïîëèíîìèàëüíîå âðåìÿ
íàõîäèì áàçèñ va1 , . . . , vat ,ai ∈ A, ïðîñòðàíñòâà Sp(vA).
Ìåòîäîì èñêëþ÷åíèÿ Ãàóññà ðàçëàãàåì va ïî ýòîìó áàçèñó:

va = Σt
i=1αivai , αi ∈ F.

2 Íàõîäèì vab :

vab = (va)b = (Σt
i=1αivai )b =

Σt
i=1αivai b = Σt

i=1αivbai = Σt
i=1αi(vb)ai .

Íåò íåîáõîäèìîñòè â íàõîæäåíèè íè a, íè b, ÷òîáû âû÷èñëèòü
vab.
Çàìåòèì òàêæå, ÷òî íåò íåîáõîäèìîñòè çíàòü U2, äîñòàòî÷íî
òîãî, ÷òî äëÿ íåêîòîðîãî b ∈ End(V ) èìååì ∀(u ∈ U1)ub = bu.



The speaker and Myasnikov's cryptanalysis of Wang et.
al. protocol

We propose new provable practical deterministic polynomial time
algorithm for the braid Wang, Xu, Li, Lin and Wang Double
shielded public key cryptosystems. We show that a linear
decomposition attack based on the decomposition method
introduced by the author works for the image of braids under the
Lawrence-Krammer representation by �nding the exchanging keys
in the both two main protocols proposed in [X. Wang, C. Xu, G.
Li, H. Lin and W. Wang, Double shielded public key
cryptosystems, Cryptology ePrint Archive: Report 2014/558].



Wang et al. protocol

Wang et al. protocol:

Public data: group G, element h ∈ G, and two subgroups A =
gp(a1, ...,an), B = gp(b1, ...,bm) of G, such that [A,B] = 1.
Alice chooses four elements c1, c2,d1,d2 ∈ A, computes
x = d1c1hc2d2, and then sends x to Bob.

Bob chooses six elements f1, f2,g1,g2,g3,g4 ∈ B, computes
y = g1f1hf2g2 and w = g3f1xf2g4, and then sends (y ,w) to
Alice.

Alice chooses two elements d3,d4 ∈ A, computes
z = d3c1yc2d4 and u = d−1

1 wd−1
2 , and then sends (z,u) to

Bob.

Bob sends v = g−1
1 zg−1

2 to Alice.

Alice computes KA = d−1
3 vd−1

4 .

Bob computes KB = g−1
3 ug−1

4 = c1f1hf2c2 which is equal to KA
and then K = KA = KB is Alice and Bob's common secret key.



A cryptanalysis of Wang et. al. protocol

Now we show how the common secret key can be computed.
Let BzB be subspace of V generated by all elements of the form
fzg where f ,g ∈ B. We can construct a basis {eizli : ei , li ∈ B} of it
in a polynomial time. Since v ∈ BzB, we can write it in the form

v =
r∑

i=1

αieizli , αi ∈ F. (1)

Also we construct bases {e′jhl ′j : e′j , l
′
j ∈ B} and {e′′k wl ′′k : e′′k , l

′′
k ∈ B}

of BwB. Then

y =
s∑

j=1

βje′jhl ′j , βj ∈ F, (2)

x =

q∑
k=1

γke′′k wl ′′k , γk ∈ F. (3)



A cryptanalysis of Wang et. al. protocol: revealing of a
secret

Now we swap w by u in the right hand side of (3), and obtain

q∑
k=1

γke′′k ul ′′k =

q∑
k=1

γke′′k d−1
1 wd−1

2 l ′′k =

d−1
1 (

q∑
k=1

γke′′k wl ′′k )d−1
2 = d−1

1 xd−1
2 = c1hc2.

Then we swap h by c1hc2 in the right hand side of (2).

s∑
j=1

βj f ′′j c1hc2g′′j = c1(
s∑

j=1

βje′jhl ′j )c2 = c1yc2 = c1g1f1hf2g2c2.

At last we swap z by c1g1f1hf2g2c2 in the right hand side of (1)
and get

r∑
i=1

αieic1g1f1hf2g2c2li = d−1
3 (

r∑
i=1

αieizli)d−1
4 = c1f1hf2c2 = K .



Algebraic versions: general scheme

Ïðåäëàãàåòñÿ îáùàÿ ñõåìà. Ïóñòü G � íåêîòîðàÿ
àëãåáðàè÷åñêàÿ ñèñòåìà (ãðóïïà, êîëüöî, ëóïà è ò.ï.).
Âûäåëÿþòñÿ äâå êîíå÷íî ïîðîæä¼ííûå ïîëóãðóïïû îïåðàòîðîâ
A è B, äåéñòâóþùèõ íà G. ×àñòî òðåáóåòñÿ, ÷òîáû ëþáîé
îïåðàòîð α ∈ A áûë ïåðåñòàíîâî÷åí ñ ëþáûì îïåðàòîðîì β ∈ B.
Â õîäå ðàáîòû ïðîòîêîëà ïóáëèêóþòñÿ äàííûå îòíîñèòåëüíî
äåéñòâèÿ îïåðàòîðîâ íà ýëåìåíòû G. Êîððåñïîíäåíòû Àëèñà è
Áîá íà îñíîâå ýòèõ äàííûõ è âûáðàííûõ èìè ñàìèìè
ñåêðåòíûõ îïåðàòîðîâ ìîãóò âîññòàíîâèòü êàêîé-òî ýëåìåíò èç
G. Êðèïòîñòîéêîñòü àëãîðèòìà çàêëþ÷àåòñÿ â êîíå÷íîì èòîãå
îò íåâîçìîæíîñòè ðåàëüíî íàéòè ýòîò ðåçóëüòàò ïîñòîðîííåìó
íàáëþäàòåëþ, íå âëàäåþùåìó ñåêðåòàìè.



Êðèïòîàíàëèç

Ìåòîä ëèíåéíîãî ðàçëîæåíèÿ è îñíîâàííàÿ íà í¼ì àòàêà
ïîçâîëÿþò ïðè óñëîâèè, ÷òî G âëîæåíà êàêèì-òî ýôôåêòèâíûì
îáðàçîì â êîíå÷íî ìåðíîå ëèíåéíîå ïðîñòðàíñòâî V , à
îïåðàòîðû åñòåñòâåííî ïðîäîëæàþòñÿ äî ýíäîìîðôèçìîâ V ,
ðàñêðûâàòü ðåçóëüòàò, íå ðåøàÿ ñîîòâåòñòâóþùèõ
àëãîðèòìè÷åñêèõ çàäà÷ ïîèñêà èñïîëüçîâàííûõ êëþ÷åé.



A new function on groups

De�nition

Let K be a class of �nitely generated groups. Function
ρ : K → N ∪ {∞} is de�ned as follows. Let G ∈ K be a group in K
equipped with a �xed �nite generating set X . Then:

For each g ∈ G we set ρX (g) = l , where l is the minimal
number such that the normal closure ncl(g) of g is generated
by elements of the form gf , where the word length of f w.r.t.
X is ≤ l .
We set ρX (G) = max{ρX (g) : g ∈ G}.

The function ρ(G) is de�ned as the equivalence class of functions
ρX (G) for all possible X .



Nilpotent case

It clear that ρ(A) = 0 on every abelian group A.

Theorem

Let G be a �nitely generated nilpotent group of class c. Then
ρ(G) ≤ c − 1.

Problem

Give an upper bound of ρ(G) for an arbitrary polycyclic group G.



An example of key transmitted scheme

Let G be an algebraic structure and g be a distinguished element
of G Let A and B be two elementwise permutable subsemigroups of
EndG.

Alice chooses α ∈ A and public α(g).

Bob chooses β ∈ B and publics β(g).

The transmitted key: K = α(β(g)) = β(α(g)).



A non linear attack

We compute a set X of generating elements of a subsystem,
generated by all elements of the form λ(g), λ ∈ A. It is o�-line
procedure. Let X = {λi(g) : i = 1, ..., t}.
Then we write α(g) as an expression of the form

α(g) = w(λ1(g), ..., λt (g)),

where w is a term.
Then we swap g with β(g), then we get

w(λ1(β(g)), ..., λt (β(g)) = β(w(λ1(g), ..., λt (g)) = β(α(g)) = K .



Crypto Gallery
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The end

ÑÏÀÑÈÁÎ!
THANK YOU!
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	Algebraic versions of classical schemes
	Cryptanalysis of algebraic versions of classical schemes
	A nonlinear version of the linear decomposition method
	Crypto Gallery

